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Abstract

Face recognition has received a great deal of attention over the past few years and has become one of the most researched
and spoken topics. It is a kind of automated biometric distinguishing approach that recognizes an individual based on
their facial characteristics. The main aim of face reorganization is to implement the system for a particular face and
distinguish it from a large number of stored faces with some real-time variations as well. Face recognition is in trend
these days, the main reason being its efficiency and vast applications in day to day life. Most all the Telecom companies
provide an option to unlock the phones by recognizing the face, which is a time saver and gives protection from theft as
well. There are many more such applications of this technique that will be discussed in this paper along with the methods
used for face recognition.

Keywords: Face recognition, Face detection, Knowledge-based, Feature-invariant, Template matching,
Appearance-based.

1 | Introduction
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. The enhancement of science and technologies has made life more comfortable than in older days.
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The emerging technologies like neutrosophic shortest path [1]-[5], transportation problem [6]-
[8], uncertainty problem [9]-[14], fuzzy shortest path [15]-[19], Powershell [20], wireless sensor
network [21]-[28], computer language [29] and [30], neural network [31], routing [32], image
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efficiency for augmented security without alerting the person. With the help of an automated face
recognition system, it is easy to identify and recognize humans that have found numerous applications
such as identifying a criminal, surveillance systems, verification of credit cards, identifying at ATMs, and
many more which indeed could lead to a good background check. In the present scenario, it is one of
the most convenient ways of identifying a person as there is no physical contact involved in it. There
are chances that our security can be hampered due to security hacks such as at times passwords can be
stolen also instances are there where they are forgotten, keys or cards can be stolen or misplaced then it
is very difficult to recognize one's identity but it is not in the case of face recognition, as biological traits
of a person cannot be forged, misplaced, stolen or forgotten [41]. Also using face recognition systems

are non-disruptive and causes no health risks.

The human face plays a great significance in our social interactions, portraying one's identity. The salient
features of a human face are eyes, nose, mouth, chin, forehead, lips which differentiate one from another

and these are the basis of the recognition.

There are various techniques, algorithms, and methods used to recognize a face. Some of the methods

are discussed in this paper.
There are 3 functions involved in the face recognition process [42] and [43]:

—  Face detection: face detection also known as facial detection is an Al-based computer technology that is applied
to find and identify a human face from digital images.

—  Feature extraction: feature extraction consists of segmentation, image rendering, and scaling of face prepared
for identification. It is mainly reducing the data set and preparing for face recognition.

— Face recognition: facial recognition is when the detected face is analyzed and compared from the pre-stored

databases.

The basic flow of the face recognition is shown in the below diagram.

Face Detection —

h 4

Face
Recognition

Identification f
Verification

» Feature
Extraction

Fig. 1. Flow of face recognition.

2 | Review of Face Recognition Methods

Over the years extensive work has been done on face recognition techniques, methods. It has become
one of the most favorite topics of research or study by the researchers. There are many methods and
algorithms used to detect and recognize a human face. A few of them are discussed below [44]-[46]:
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—  Knowledge-based methods.
—  Feature-invariant methods.
—  Template matching methods.

—  Appearance-based methods.
2.1 | Knowledge-Based Methods

In knowledge-based methods our knowledge or understanding of the human face is encoded. These
methods are termed rule-based methods. These models apprehend our understanding of faces and transfer
it into a set of rules. Constructing a suitable set of rules is a big task with these methods as facial traits of
human beings remains the same but the facial features of one can differ from another. For example, the
color of the skin varies like a person may have dark under eyes when compared to the color of the cheeks
and forehead. These methods are developed specifically for face localization, which focuses on determining
the position of the image of a single face. There can be a possibility if the rules are too detailed which can
confuse the model and hence in turn produce negative outputs. The solution is to construct hierarchical
knowledge-based methods to avoid these problems.

2.2 | Feature-Invariant Methods

Feature variant methods tries to find the mutable features of a human face irrespective of its position or
angle. This algorithm aims to find primitive features that exist even the lighting conditions, the pose or
viewpoint are varying and finally locate faces based upon these results [47]. It is assumed that humans can
easily detect objects and faces irrespective of the background condition such as varying poses or different
lighting conditions, but the same is not with the systems. They have to be trained to identify different
images or faces regardless of their background conditions. When compared to the knowledge-based
methods, the feature invariant approach initiates at the feature extraction process. The knowledge-based
methods derive information from the complete image and are fragile to the complex background and other
influencing factors.

2.3 | Template Matching Methods

In Template matching methods, the input images are compared and analyzed with the saved patterns of
human face and features. In template matching methods we must decide the template's features, shape,
and size prior [48]. As the name suggests, a template of the face can be modeled by edges. The
distinguishing features of the human face are face, eyes, and nose. In these methods, the facial features are
recognized for a test face they are equated with the images stored in the database which returns matching
scores via normalized cross-correlation. The global score is obtained by accumulating and integrating the
scores of the different features. After the scores are assessed, a test face is allotted to the face class with
the maximum score [49]. This can a long process as a face has to be compared with all the stored faces and
may not be 100% accurate as it compares the template and finalizes the results on the matching score.
Also, this method is limited to the frontal of the faces, hence the side faces images cannot be analyzed.

2.4 | Appearance-Based Methods

Appearance-based methods have received noteworthy attention from a broad range of research areas like
pattern recognition, machine mining, biometrics, and computer vision [50]. It is easy for human beings to
recognize the faces easily but it is a big challenge for the automated system. Appearance-based methods
depend upon techniques from machine learning and statistical analysis to identify the admissible
characteristics of an image [47]. Principal Component Analysis (PCA) and Independent Component
Analysis (ICA) [40] and [42] are the widely used techniques for the appearance-based face recognition
approach.



PCA is a method that depicts a group of sample data whereas, ICA is a method that is similar to PCA
except that the division of the elements is created to be non-Gaussian.
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Face recognition is used for two most important tasks:

Verification (1-to-1 matching) [51]-[53]: It is confirming, whether an unknown individual’s identity is
what he/she claims to be with the presented image. In simple words, verification means “Are you...
Your"

Identification (1-to-n matching) [51]-[53]: It is confirming, whether an unknown individual’s identity is
what he/she claims to be with the presented image, compared against the stored data in the database.
In simple words, identification is “Who Are You?”

For the above stated two purposes, there are innumerable implementations of face recognition, a few
of them discussed below [40] and [45]:

—  Security [41]: email authentication, access-controlled airports, seaports, building, and computers.

— Surveillance [41]: a lot of CCTVs installed can be monitored to look for missing persons especially children,
criminals, and offenders. These help in fraud detection and hence reduce the crime rate.

— Video games: labeling of the faces in the game.

— Healthcare: keeping patients’ information confidential is an utmost priority, which can be achieved with face
recognition systems. The details of the patients will only be revealed to the authorized doctors and no one else.

— Validate identity at the ATMs: in case of any theft at the ATMs, it is easy to look for the thief with the installed
cameras.

—  General Identity verification [41]: registration for elections, passports, national 1Ds, drivers’ licenses, employee
ID:s.

— Attendance marking [54]: after the faces are verified and successfully recognized the attendance is marked on the
server.

—  Criminal Identification: with the increase in crimes at an alarming rate it is face-recognition systems that come

Arora & T| J. Appl. Res. Ind. Eng. 8(2) (2021) 169-175

to the rescue as the person may forge its identity but cannot play with its facial traits.

— Unlocking the phones: face recognition is a contactless feature that unlocks the phone and hence provides
additional security from theft. There are many apps available that provide the user with this feature.

— Retail and Marketing: with the help of this technology there has been an added advantage to the shopkeepers as
they get to cross verify and validate the customers’ background with the data previously stored. Also, this has
prevented shoplifting.

— Hospitality: We all know how wvast the hospitality industry is. With the face recognizing systems the hotels can
record the customers’ fondness and can provide them with better protection. Based on their preference they can

provide them with automated check-in and check-out.
3.1 | Pros and Cons of Using Face Recognition Systems
3.1.1 | Advantages

- Improved security: With the help of facial biometric security systems, the security system can be enhanced as
every individual entering the premises will be accounted for.

- High accuracy: With advanced technology, facial recognition systems are highly reliable. Whether day or night,
light or dark these systems work with full accuracy.

—  Fully automated: These systems are fully automated, earlier to grant permission to a person entering the
building we depended on security staff to do this job. But as technology advances, this work is taken over by
these systems.
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3.1.2 | Disadvantages
Everything comes with its disadvantages and advantages, hence this is the case with these systems.

—  Camera angle: To correctly detect and recognize a person the camera angle plays an important role, they have to
be in the proper alignment to capture, process, and analyze the data.
— Data storage: The biggest problem with these systems is that an enormous amount of data has to be stored to

perform its job well.
4 | Conclusion and Future Works

With this paper, we are able to capture the necessity of face recognition in the real-time scenario. We
discussed the methods used and the vastly used applications of face-recognizing systems, and how they are
proving to be a boon to human life, and why are they the most searched, discussed, and the hot topic for
everyone. Given the current scenario, where the world is highly affected by the ongoing pandemic and has
seen vast destruction worldwide. We are going to take this research forward and implement it in unlocking

the cars without any physical contact hence, contactless car unlocking system.
References

[1] Broumi, S, Dey, A., Talea, M., Bakali, A., Smarandache, F., Nagarajan, D., ... & Kumar, R. (2019). Shortest
path problem using Bellman algorithm under neutrosophic environment. Complex and intelligent
systems, 5(4), 409-416.

[2] Kumar, R., Dey, A, Broumi, S, & Smarandache, F. (2020). A study of neutrosophic shortest path

problem. In Neutrosophic graph theory and algorithms (pp. 148-179). IGI Global. DOI: 10.4018/978-1-7998-
1313-2.ch006

[3] Kumar, R, Edalatpanah, S. A, Jha, S.,, Broumi, S., Singh, R., & Dey, A. (2019). A multi objective
programming approach to solve integer valued neutrosophic shortest path problems. Neutrosophic sets
and systems, 24, 134-149.

[4] Kumar, R, Edalatpanah, S. A., Jha, S., & Singh, R. (2019). A novel approach to solve gaussian valued
neutrosophic shortest path problems. International journal of engineering and advanced technology, 8(3), 347-
353.

[6] Kumar, R., Edaltpanah, S. A, Jha, S., Broumi, S., & Dey, A. (2018). Neutrosophic shortest path problem.
Infinite Study.

[6] Pratihar, J.,, Kumar, R, Dey, A. & Broumi, S. (2020). Transportation problem in neutrosophic
environment. In Neutrosophic graph theory and algorithms (pp. 180-212). IGI Global. DOI: 10.4018/978-1-
7998-1313-2.ch007

[7] Kumar, R., Edalatpanah, S. A, Jha, S, & Singh, R. (2019). A pythagorean fuzzy approach to the
transportation problem. Complex and intelligent systems, 5(2), 255-263. https://doi.org/10.1007/s40747-019-
0108-1

[8] Pratihar, J.,, Kumar, R., Edalatpanah, S. A., & Dey, A. (2021). Modified Vogel's approximation method
for transportation problem under uncertain environment. Complex & intelligent systems, 7(1), 29-40.
https://doi.org/10.1007/s40747-020-00153-4

[9] Gayen, S, Jha, S., Singh, M., & Kumar, R. (2019). On a generalized notion of anti-fuzzy subgroup and
some characterizations. International journal of engineering and advanced technology, 8(3), 385-390.

[10] Gayen, S., Smarandache, F., Jha, S., & Kumar, R. (2020). Interval-valued neutrosophic subgroup based
on interval-valued triple t-norm. In Neutrosophic sets in decision analysis and operations research (pp. 215-
243). IGI Global. DOI: 10.4018/978-1-7998-2555-5.ch010

[11] Gayen, S., Smarandache, F., Jha, S., Singh, M. K., Broumi, S., & Kumar, R. (2020). Introduction to
plithogenic subgroup. In Neutrosophic graph theory and algorithms (pp. 213-259). IGI Global.
DOI: 10.4018/978-1-7998-1313-2.ch008

[12] Gayen, S., Smarandache, F., Jha, S., Singh, M. K., Broumi, S., & Kumar, R. (2020). Soft subring theory

under interval-valued neutrosophic environment. Neutrosophic sets and  Systems  36.
https://digitalrepository.unm.edu/nss_journal/vol36/iss1/16

[13] Gayen, S., Smarandache, F., Jha, S., & Kumar, R. (2020). Introduction to interval-valued neutrosophic
subring. Neutrosophic sets and systems, 36. https://digitalrepository.unm.edu/nss_journal/vol36/iss1/17


https://doi.org/10.1007/s40747-019-0108-1
https://doi.org/10.1007/s40747-019-0108-1
https://doi.org/10.1007/s40747-020-00153-4

[14] Gayen, S., Smarandache, F., Jha, S., Singh, M. K,, Broumi, S., & Kumar, R. (2020). Introduction to
plithogenic hypersoft subgroup. Neutrosophic sets and systems, 36.
https://digitalrepository.unm.edu/nss_journal/vol33/iss1/14

[15] Kumar, R., Edalatpanah, S. A., & Mohapatra, H. (2020). Note on “Optimal path selection approach for
fuzzy reliable shortest path problem”. Journal of intelligent and fuzzy systems, 39(5), 7653-7656.
DOI: 10.3233/J1FS-200923

[16] Kumar, R., Jha, S., & Singh, R. (2020). A different approach for solving the shortest path problem
under mixed fuzzy environment. International journal of fuzzy system applications (IJFSA), 9(2), 132-161.
DOI: 10.4018/1JFSA.2020040106

[17] Kumar, R,, Jha, S., & Singh, R. (2017). Shortest path problem in network with type-2 triangular fuzzy
arc length. Journal of applied research on industrial engineering, 4(1), 1-7.

[18] Kumar, R., Edalatpanah, S. A, Jha, S., Gayen, S., & Singh, R. (2019). Shortest path problems using
fuzzy weighted arc length. International journal of innovative technology and exploring engineering, 8(6),
724-731.

[19] Kumar, R., Edalatpanah, S. A., Gayen, S., & Broum, S. (2021). Answer note “A novel method for
solving the fully neutrosophic linear programming problems: suggested modifications”. Neutrosophic
sets and systems, 39(1), 148-152.
https://digitalrepository.unm.edu/cgi/viewcontent.cgi?article=1751&context=nss_journal

[20] Mohapatra, H., Panda, S., Rath, A., Edalatpanah, S., & Kumar, R. (2020). A tutorial on powershell
pipeline and its loopholes. International journal of emerging trends in engineering research, 8(4), 975-982.

[21] Mohapatra, H., Rath, S., Panda, S., & Kumar, R. (2020). Handling of man-in-the-middle attack in wsn
through intrusion detection system. International journal, 8(5), 1503-1510.

[22] Mohapatra, H., Debnath, S., & Rath, A. K. (2019). Energy management in wireless sensor network
through EB-LEACH. International journal of research and analytical reviews (IJRAR), 56-61.
https://easychair.org/publications/preprint/tf5s

[23] Mohapatra, H., Rath, A. K., Landge, P. B., Bhise, D. H. I. R. A. ], Panda, S., & Gayen, S. A. (2020). A
comparative analysis of clustering protocols of wireless sensor network. International journal of
mechanical and production engineering research and development (IIMPERD) ISSN (P), 10(3), 2249-6890.

[24] Mohapatra, H., & Rath, A. K. (2020). Survey on fault tolerance-based clustering evolution in WSN. IET
networks, 9(4), 145-155. DOI: 10.1049/iet-net.2019.0155

[25] Mohapatra, H., Debnath, S., Rath, A. K., Landge, P. B., Gayen, S., & Kumar, R. (2020). An efficient
energy saving scheme through sorting technique for wireless sensor network. International
journal, 8(8), 4278-4286.

[26] Mohapatra, H., & Rath, A. K. (2020). Fault tolerance in WSN through uniform load distribution
function. International ~ journal of sensors, wireless communications and control, 10(1), 1-10.
https://doi.org/10.2174/2210327910999200525164954

[27] Mohapatra, H., & Rath, A. K. (2019). Fault tolerance through energy balanced cluster formation
(EBCF) in WSN. In Smart innovations in communication and computational sciences, 851, 313-321.
Singapore: Springer. https://doi.org/10.1007/978-981-13-2414-7_29

[28] Mohapatra, H., & Rath, A. K. (2019). Fault tolerance in WSN through PE-LEACH protocol. IET
wireless sensor systems, 9(6), 358-365. DOL: 10.1049/iet-wss.2018.5229

[29] Mohapatra, H. (2018). C programming: practice. Amazon Kindle.

[30] Mohapatra, H., & Rath, A. K. (2020). Fundamentals of software engineering: designed to provide an insight
into the software engineering concepts. BPB Publications.

[31] Mohapatra, H. I. T. E. S. H. (2009). HCR using neural network (Master's thesis, College of Biju Patnaik
University of Technology, Odisha). DOI: 10.13140/RG.2.2.21287.24488

[32] Panda, M., Pradhan, P., Mohapatra, H., & Barpanda, N. K. (2019). Fault tolerant routing in
heterogeneous environment. International journal of scientific and technology research, 8(8), 1009-1013.

[33] Furtado, F., & Singh, A. (2020). Movie recommendation system using machine learning. International
journal of research in industrial engineering, 9(1), 84-98.

[34] Singh, A., Herunde, H., & Furtado, F. (2020). Modified Haar-cascade model for face detection
issues. International journal of research in industrial engineering, 9(2), 143-171.

[35] Herunde, H., Singh, A., Deshpande, H., & Shetty, P. (2020). Detection of pedestrian and different
types of vehicles using image processing. International journal of research in industrial engineering, 9(2),
99-113.

[36] Mohapatra, H. (2020). Offline drone instrumentalized ambulance for emergency
situations. International journal of robotics and automation (IJRA), 9(4), 251-255.

[37] Mohapatra, H., & Rath, A. K. (2019). Detection and avoidance of water loss through municipality taps
in India by using smart taps and ICT. IET wireless sensor systems, 9(6), 447-457. DOI: 10.1049/iet-
wss.2019.0081

[38] Panda, H., Mohapatra, H., & Rath, A. K. (2020). WSN-based water channelization: an approach of
smart water. Smart cities—opportunities and challenges, 58, 157-166.

‘JAR[E

174

Arora & T J. Appl. Res. Ind. Eng. 8(2) (2021) 169-175


https://digitalrepository.unm.edu/cgi/viewcontent.cgi?article=1751&context=nss_journal
https://easychair.org/publications/preprint/tf5s
https://doi.org/10.1049/iet-net.2019.0155
https://doi.org/10.2174/2210327910999200525164954
https://doi.org/10.1007/978-981-13-2414-7_29
https://doi.org/10.1049/iet-wss.2018.5229
https://doi.org/10.1049/iet-wss.2019.0081
https://doi.org/10.1049/iet-wss.2019.0081

‘JAR[E

175

A short survey on face recognition

(39]

(40]
[41]
(42]
(43]
(44]
(45]

(46]

(47]

(48]

(49]

(50]

(51]

(52]
(53]

[54]

Rout, S. S., Mohapatra, H., Nayak, R. K., Tripathy, R., Bhise, D., Patil, S. P., & Rath, A. K. (2020). Smart

Water Solution for Monitoring of Water Usage Based on Weather Condition. International journal of

engineering and technical research, 8(9), 5335-5343.

Solanki, D. V., & Kothari, A. M. (2015). Comparative survey of face recognition techniques. International

journal of advance engineering and research development (IJAERD). DOI: 10.21090/IJAERD.T1036209

Parmar, D. N., & Mehta, B. B. (2014). Face recognition methods & applications. arXiv preprint

arXiv:1403.0485

Sharif, M., Mohsin, S., & Javed, M. Y. (2012). A survey: face recognition techniques. Research journal of

applied sciences, engineering and technology, 4(23), 4979-4990.

Rathore, N., Chaubey, D., & Rajput, N. (2013). A survey on face detection and recognition. International

journal of computer architecture and mobility, 1(5), 301-305.

Solanki, K., & Pittalia, P. (2016). Review of face recognition techniques. International journal of computer

applications, 133(12), 20-24.

Jafri, R, & Arabnia, H. R. (2009). A survey of face recognition techniques. Journal of information

processing systems, 5(2), 41-68.

Dhotkar, R. D., Chandore, M. P. R., & Chatur, P. N. (2014). Face recognition techniques and its

application. International journal of application or innovation in engineering and management (IJAIEM), 3(3),

489-500.

Tabatabaie, Z. S., Rahmat, R. W., Udzir, N. L. B., & Kheirkhah, E. (2009). A hybrid face detection system

using combination of appearance-based and feature-based methods. International journal of computer

science and network security, 9(5), 181-185.

Karungaru, S., Fukumi, M., & Akamatsu, N. (2004, October). Face recognition using genetic algorithm

based template matching. In IEEE international symposium on communications and information technology,

2004. ISCIT 2004. (Vol. 2, pp. 1252-1257). IEEE. DOI: 10.1109/ISCIT.2004.1413920

Kachare, N. B., & Inamdar, V. S. (2010). Survey of face recognition techniques. International journal of

computer applications, 1(19), 30-34.

Beham, M. P., & Roomi, S. M. M. (2012, February). Face recognition using appearance-based approach:

A literature survey. Proceedings of International conference & workshop on recent trends in technology (pp.

16-21). Mumbai, Maharashtra, India.

Kour, A. (2015). Face recognition using template matching. International journal of computer
applications, 115(8).

https://citeseerx.ist.psu.edu/viewdoc/download?d0i=10.1.1.695.2250&rep=repl&type=pdf

Pandya, J. M., Rathod, D., & Jadav, J. ]. (2013). A survey of face recognition approach. International

journal of engineering research and applications (IJERA), 3(1), 632-635.

Omoyiola, B. O. (2018). Overview of biometric and facial recognition techniques. IOSR journal of

computer engineering (IOSRJCE), 20(4), 1-5.

Jeong, M., Lee, C., Kim, J., Choi, J. Y., Toh, K. A., & Kim, J. (2006, September). Changeable biometrics

for appearance based face recognition. 2006 biometrics symposium: special session on research at the

biometric consortium conference (pp. 1-5). IEEE. DOI: 10.1109/BCC.2006.4341629


file:///C:/Users/jpour/Downloads/10.21090/IJAERD.T1036209
https://doi.org/10.1109/ISCIT.2004.1413920
https://citeseerx.ist.psu.edu/viewdoc/download?doi=10.1.1.695.2250&rep=rep1&type=pdf
https://doi.org/10.1109/BCC.2006.4341629

